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Abstract

Sending a message to a destination anonymously so that the desti-
nation cannot figure out who the originator was, and ensuring that the
message reaches the destination untampered with, can be a difficult prob-
lem. Chaum’s mix-net solves this problem but offers little motivation for
a person to set up a mix-net server. This paper discusses a method that
not only allows monetary payments as an incentive to create a public mix-
net server, but also provides some fraud detection at the time a message
is being sent. Also compared with other methods, the method described
here can be considered reasonable from the users perspective, because if
the message is not delivered the user does not lose any money.
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1 Introduction

Citizens of many countries voting from overseas (authors of this paper included)
pay postage to have their vote delivered. What if a method existed that would
provide better guarantees of anonymity of the sender, allow a receipt of message
being delivered, and for a price less than that of overseas postage? The algorithm
we propose fits the description above.

Let us assume that a state sets up a voting system over the Internet so that
if Bob, a citizen of the state, can get the vote to the state, the validity of the
vote can be proven and it could be counted correctly. However, getting the vote
so that no observer could figure out that Bob sent the message (and possibly
not even the state could) can be a very difficult problem. If Bob was to send the
message straight to the state, then all Mallory would have to do is listen at some
point, and get a packet going to the state server from Bob and Mallory will learn
that Bob voted. If Bob decides to use a third party server between him and the
state, he would have to trust that this server is not controlled by Mallory (see
Figure 1). One solution to this problem is, given the availability of a collection of
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Figure 1: Attempting to send a message to State anonymously.

servers {S1...SM}, to set up a Chaumian mix-net with them [Cha81]. To send a
payload m to AN , Bob picks some random subset of the servers and some order
on them: P = {A1...AN}. Let Ei be the public key of mix-net service provider
Ai. Bob will then build the message E1(A2, E2(...(AN , EN (m)))), forcing the
message to visit each server in turn. Each server applies a decryption and sends
the result to the destination it finds after decryption. This solves the problem
nicely, if and only if we have a set of servers available and Bob believes that at
least one does not cheat. However the problem with Chaumian mix-nets is that
setting up a server has a negative immediate profit associated with it: network
bandwidth costs money, processing power to handle the messages costs money
(the server takes up space, the machine consumes power, etc.). If the state was
to pay for the servers, than it is difficult to achieve maintenance of anonymity.
If Bob pays the servers individually, then the security of the method goes back
to being equivalent to Bob contacting a single server to forward his payload to
the state. Finally, if a company implemented the mix-net internally (supposing
you trust the company actually did implement the mix-net), they can still only
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be considered as a single server since they can check all the logs of the machine
and correlate the incoming message to the outgoing message.

To fix this problem, a method was proposed in [XNJS04] attempting to
use the market as an incentive to “enhance anonymity”. If you modified the
message being sent to include digital coins, then these coins can be distributed
as the message passes from server to server. Because the servers are now being
paid, individuals/companies will create servers to take advantage of this market.
Based on competition between mix-net servers, they will be forced to offer a
fair price. [XNJS04] claims that if a server has poor performance, eventually
they will be discovered and will lose reputation. Lose of reputation would cut
into their profits, making the system self-regulatory. To allow payments to the
servers along the path, the proposed structure modification of the message is
as follows: E1(coin1, A2, E2(coin2, A3, ...EN (m)...)), where coini is the digital
coin to be paid to Ai. This method solves the problem of the negative cost
associated with setting up a server, and can even make it profitable; however,
this method does not provide any methods to prevent and detect fraud on a
single message. Worse, in the case of a server which does not forward messages,
the participant committing fraud still gets payed.

We propose a method to fix this inconvenience by slightly modifying the
message being sent, obtaining:

{E1(E2(E1(coin1), E3(E2(coin2)), ...
EN−1(EN (EN−1(coinN−1),m))...))}

(where every coini from the previous message is replaced with a Ei−1(coini−1)).

The result of this extra encryption on the coins, is that for any server Ai to
receive his payment, he must first forward the message to the next server Ai+1,
who then must send Ei(coini) back to Si’s server. This has the net effect of
increasing the chance that the message is delivered, and at minimum prevents
any single server from being able to commit fraud and getting away with the
money.

As mentioned above this method has problems, too. While it improves the
identification of fraudulent servers, a remaining problem is that the end-user
may have already lost money (cashed legally by previous servers) and still not
have gotten the payload m through. The solution we propose is to hold payment
until the message is fully delivered. In order to pull this off, we revert back to
Chaum’s original structure except instead of only supplying the message in the
last encryption, we also concatenate m with the money in the following pattern:

{EN (EN−1(EN (m), EN−2(EN−1(coinN−1), ...
E2(coin3, E1(E2(coin2), dummy))...)))}

similar to the structure of the previous payment method, but the order is re-
versed, and the destination has to confirm the message reception.

Because payments and confirmation need to return along the same path on
which the message is sent, each message appends the address of the server from
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which it received the message it and encrypts it with a secret key that only it can
decrypt. This forces the message to return along the same path the message was
sent, does not compromise security, and can be done quicker and with smaller
message size than by generating the return path at the message source. I also
enables the usage of a symmetric encryption algorithm, which is faster.

The achievement of the system is the guarantee that end-users spend money
only if the payload was delivered at the final destination (even if they do not
go to court), making the application more reasonable. Also since the message
is passed from server Ai to Ai+1, then Ai knows where it is getting its money,
and expects to get paid. The end result is a system which can be safely audited,
fraudulent nodes can be found or at least narrowed down given the cooperation
of the chain. This increases the accuracy with which fraudulent nodes are found
and removed. Moreover, because it is possible to construct the message so that
there is no difference between Bob and some Ai along the path P , Bob can get
a confirmation that his message was successfully delivered while his anonymity
is increased.

Outline. In Section 2, we present a more detailed examination of the back-
ground. In Section 3, we go more into detail of the algorithms detailed in this
paper. Finally in Section 4, we conclude the paper.

2 Background

There have been many attempts to solve this problem or similar problems be-
fore. Chaum’s mix-net method [Cha81] is the first one. It solves the problem,
given a set of available mix-net servers, but offers no incentive to create any
such servers. Later, [GRS96] presented a better known implementation which
was based on Chaum’s mix-net but using a proxy to hide this from the applica-
tion layer, and they showed how to hide the destination and source by making
them look like servers. Also [Sim96] proposes a mix-net for digital cash. An
application of mix-nets to voting was discussed in [Mer83]. Recently, indepen-
dently from us, [XNJS04] proposed using digital currency for paying servers in
a mix-net. In [JJR02], it is shown how to improve the reliability of the servers
by probabilistic checking. Besides these papers there are other important works
on improving mix-nets. For example, [RR98, FM02] study how to avoid timing
analysis by generating false traffic.

2.1 Chaum’s mix-net method

Chaum’s method of sending a message anonymously proposed in [CE86] is, given
a set of available servers {S1...SN}, to let a sender choose a subset of them for
a path P = {A1...AN}. Then the source will encrypt the message with the
public keys from EN to E1 forcing the message to go along the specified path.
Also, since any sever along the path only knows who sent the message to it and
its destination, the only way the destination could discover the source is for
every server along P to cooperate and reveal the piece of information they have.
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As mentioned above, Chaum’s mix-net falls short because it does not offer any
incentive to set up a public server. If you take into consideration that setting
up a server on the Internet costs money, setting up a server for a Chaumian
mix-net has negative immediate incentive.

2.2 Digital cash in mix-nets

Recently in a group of researchers [XNJS04] independently from us proposed
the use of digital cash as an incentive for service providers. They argue that by
providing money to the servers along the path, then reputation will force them
to play fairly since bad systems will be filtered out of the system. However, in
the case of a fraudulent server, the source loses his money up to and including
the fraudulent server with no guarantee of service. Further more, localizing
fraudulent servers is difficult at best when a collection of messages are sent, and
impossible on a single message.

3 Evolution between problems arising and solu-
tions to those problems

Our initial problem is how to enable Bob to send a message to Alice, such that
nobody knows that Bob sent the message.

3.1 The initial problem

Let us start with an initial system based on Chaum’s work [Cha81]. In such a
system, an end user A1 (message sender to a destination AN ) decides to ask help
from a subset P = {A2, ..., AN−1} of the available service providers. Each server
Ai makes available a public key, Ei, for some asymmetric cryptosystem. As end
user of the system, A1, may pick the order it wishes on P . To send payload m to
AN , A1 prepares and sends the message E2(A3, E3(...(AN−1, EN−1(AN ,m))...))
to the first server in the chosen list, A2. A2 decrypts the message, and forwards
it to the next server in the list, A3, who then decrypts the message and forwards
it to the next server in the list, A4, who again decrypts the message and again
forwards the message, etc. When the packet reaches AN , AN retrieves the
payload m. This algorithm solves the problem of anonymity of the source at
the destination so long as A1 believes that at least one of the servers in P is
reliable. If AN would like to learn the identity of the source, it needs to trace
backward the path of the message. AN must go through every server to figure
out who gave them the message. If any one of the servers refuses to cooperate,
then it is impossible for the destination to find the source.
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Figure 2: A message being sent among a bunch of mix-net service providers.

3.2 The introduction of monetary incentives to create new
servers (the market mix-net)

Let us assume that we wanted to set up a system on the Internet that anybody
could use, and that would allow a person to send an anonymous message to
some destination. The problem with Chaum’s system as a generic Internet ap-
plication, is that it has a negative incentive for a person/organization to set up a
service providing server. Sending and receiving messages ties up network band-
width, and processing the messages ties up computation power, which leads to a
negative immediate profit for servers. Also, if a company did offer a collection of
servers to act as service providers, from the perspective of the user the company
should still only be treated as a single service provider. After all, the company
controls the logs on all its internal computers (supposing you trust that it really
does have multiple servers) and if it wanted to tell the source to somebody it
could go through all of its internal servers until it found the source and let the
adversary know who the source was.

The first thought that comes to mind is to offer a payment for services being
offered1. There exist techniques that can provide anonymous payments and
yet provide the security required for digital cash [CPS96, Bra95, BGK95]. The
structure for sending messages changes only slightly, becoming:

E2(coin2, A3, E3(...(coinN−2, AN−1, EN−1(coinN−1, AN ,m))).

Each server Ai earns the e-cash coini from the message that it processes. This
now stimulates people to declare themselves mix-net service providers and to

1This was also discovered independently from us in [XNJS04].
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accept to receive messages, but does nothing to encourage them to really send
it down to the next service provider.

3.3 Utilizing the message structure to encourage nodes to
forward their data (the handshake mix-net)

In a network, when a server Ai receives a message M from server Ai−1, it
knows that Ai−1 sent the message. Because Ai is not the final destination, Ai
also knows where the Ai+1 is located. We can use this to provide an incentive for
Ai to forward the data to Ai+1 by moving Ai’s coin to the private message for
server Ai+1, encrypting it with the with Ai’s public key. Therefore we replace
the coin with: Ei+1(Ei(coini−1)). This forces Ai to send the message to Ai+1,
since Ai expects its payment from Ai+1.

One further optional improvement can be made to the system where every
message being exchanged between servers has a digital signature made. This
can be considered to slightly weaken the anonymity of the sender, because the
ability for a server to deny the sending of message becomes impossible. However,
given that Mallory needs to still get the cooperation of all the servers in order
to find the source, it doesn’t weaken the security of the problem by much.

3.4 Another improvement (the reply-pay mix-net)

The system proposed above can improve localization of fraud by the source of
the message; however the sender loses money that are difficult to retrieve. Since
we are assuming people are adding servers in order to make money, we can use
this to our advantage to correct this problem. Rather than providing the digital
coins at the time the message passes through the server, we instead move the
coins to the end so that the message has to be delivered before any server will
get its cash. To ensure that the participating servers have incentive to forward
payment back down the list, the method of doubly encrypting coins is going to
be applied here, the only difference is encryption is set up as if the destination
sent the message rather than the source. The structure for a message being sent
between two servers, Ai−1 and Ai, has two elements, looking like:
{Ei(Ai+1, Ei+1(...(AN−1, EN−1(AN , EN (coins,m)))...)),
E1
i (Ai−1, E

1
i−1(...(A2(E1

2(A1, dummy path)))))};
and coins has the structure:
{EN−1(EN−2(EN−1(coinN−1)), EN−2(EN−3(EN−2(coinN−2)), .
E3(E2(E3(coin3)), E2(E1(coin2, dummy coins))).)))}.

The E1 represents the fact that the return addresses do not need to be encrypted
with the same algorithm/key as the one used to compose the original message.
Only the server encrypting the return addresses needs to be able to decrypt it.
Because of this, a symmetric encryption algorithm can be used in place of the
slow asymmetric encryption algorithm.

Note that in the structure presented above we assume that the destination
server AN operates reliably for free, as expected for voting servers. However,
in situations where the destination is a payed service, it can be stimulated to
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send the digital coins with payments backwards by presenting him his pay-
ment, coinN , wrapped as with the other mix-net service providers, namely in
EN−1(EN (coinN ,m)). The server AN−1 will remove his encryption only when
the destination sends the other coins.

3.5 A particular implementation of the above system

Payload

control block

Common Data

Prior addresses

Digital Signature

Received Data Recursive Payload

payload

control block

Final Payload
Control Block

Message

$ Rest of
currency

Figure 3: A pictorial view of the data structure used for a submitted message.

Figure 3 shows a particular implementation of the above equations. Because
the servers may come from all over the Internet and as such have no affiliation
with each other, the Common Data section offers a means to have directories
of servers and just index into the directory to reduce message size. The control
block contains the next hop, which may be an entry into the directory in the
common block, or may be an IP address not in the common block. It also
specifies whether the current node is the actual destination. The next field
is the payload. As described above, the payload is a recursive definition of a
control block and payload, until the final payload which also has the currency for
the entire set of participants. These are followed by the return block. The prior
addresses record the path took so far by the message, recursively encrypted such
that it can be used for returning the digital cash payment or detecting fraud
from sender.
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3.6 Advantages of the proposed method

This method has the following advantages. First, if for some server’s fault the
message does not reach the destination, the sender does not loose any money,
and can resend the package. Then, the previous servers know who they have
sent the message to and so know to expect payment from that server. Of course,
that server may not have received the message, but that means it also didn’t
get payed, and now pressure will be created to find out where their money is.
Colluding servers could say they never received the message, but at least one
of the colluders will be isolated as he conflicts with a non-colluding neighbor.
This allows to build bad reputation desired in [XNJS04]. Third, because the
destination has to send the currency back down the line anyhow, it becomes
very easy to send an acknowledgement to the sender. Finally, because of the
structure of the message, the sender could pretend to be just another node in
the list and to have received the message from some other server [GRS96].

4 Conclusion

We have presented a method that not only uses payment as a means of enticing
people to create servers to participate in a mix-net, but also provide a means of
validating the fact (or lack thereof) of the system working. End-users do not lose
money if they do not get the service, improving user satisfaction. The method
improves the ability of a server to prove that it has operated correctly in the case
where fraud is suspected. Or, should a server find that they have fraudulent
data, they can show that the data they received is fraudulent. A reputation
system becomes therefore possible, leading to a usable system. In conclusion
we believe that we have finally reached the situation where larger deployments
of mix-nets for ensuring anonymity are probable to become reality.
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