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Communication Can be Intercepted
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Fast forward to now
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Credit card numbers

Passwords

Data of Birth

Email /text to your significant other
Medical records

What else?



Key Idea 1: Encryption and Decryption
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Very Simple Encryption/Decryption
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Very Simple Encryption/Decryption
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Let’s decode these
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Let’s decode these
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Back to WWII
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https://www.awesomestories.com/asset/view/Enig
ma-Machine-German-Codes-in-WWII



Breaking Enigma
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Breaking Enigma
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En/decryption is performed by software on
electronic computers
Not electromechanical machines

Software implements the en/decryption algorithms
(recipes)

Encrypted messages
designed to be very difficult to break
Can take “forever” with modern computers



Theoretically/mathematically proven

Take “forever” for modern computers to break
e.g. millions of years

Harder than winning Powerball ©
One in 292 million



» Additional issues to think about

» You got a encrypted message from your general and
you decrypted it

How do you know it is from your general (not an adversary)?
authentication

How do you know it has not been altered (by an adversary)?
integrity



Fast forward to now

O

» Similar issues

* You got an email/document/...

o How do you know it is from the sender (not an adversary)?
~ authentication

o How do you know it hasn’t been altered (by an adversary)?
« integrity

» Encryption can be applied to
o Authentication
o Integrity




Key Idea 3: Beyond Protecting Secrets
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Summary of Key Ideas
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More Outreach Efforts
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